U.S. DEPARTMENT OF TRANSPORTATION

ORDER FEDERAL AVIATION ADMINISTRATION 6050. 22C

7113/ 92

SUBJ: RADI O FREQUENCY | NTERFERENCE | NVESTI GATI ON- AND REPORTI NG (RI'S:  6050- 16)

1. PURPOSE. This order prescribes procedures for investigating and reporting
radi o frequency interference affecting the National Airspace System (HAS)

2. DI STRI BUTI ON. This order is distributed to the division |level within the
Office of the Chief Counsel; to branch level within the Systens Mi ntenance
Service, NAS Transition and | nplenmentation Service, Ofice of Air Traffic System
Managenent, Conmuni cations, Navigation and Landi ng, Surveillance, Wather and
Fl i ght Service Systems, Flight Standards Service, and the Ofice of Civil

Avi ation Security Operations in Washi ngton headquarters; to branch | evel within
the regional Airway Facilities, Air Traffic, Flight Standards, Civil Aviation
Security divisions, and Chief Counsel; and to all Airway Facilities, Air

Traffic, Flight Standards, and Civil Aviation Security field offices with a

maxi mum di stri buti on.

3. CANCELLATION. Order 6050.22B, Radio Frequency Interference |nvestigating
and Reporting (RI'S: AF 6050-16), dated Septenber 26, 1980, is cancel ed.

4. BACKGROUND. In order to maintain a safe and efficient NAS, it is inperative
to control air traffic in an environment that is free of harnful radio
frequency interference (RFlI). A national RFI team consisting of headquarters,
regi onal, and operations personnel, with contractor support, has been
established for investigating and resolving all reported RFlI cases. The Systens
Mai nt enance Service, Spectrum Engi neering Division, ASM500, serves as the
focal point for the resolution of RFlI affecting the NAS and for providing
contractor support.

5. EXPLANATI ON OF CHANGES. The purpose of this revision is to include the
addi ti on of Appendi x 1, FAA Form 6050-3, Frequency Interference Report; the
addi tion of procedures to follow during deliberate RFI ("phantomcontrollers"),

and the addition of Appendix 2, Interagency Task Force Agreemnent.

6. FORM5 AND REPORTS. All interference cases shall be reported on FAA Form
6050-3 (RI'S: 6050-16), Frequency Interference Report. The regional Spectrum
Management Office (SMO) shall place appropriate comments on copy nunber four of
FAA Form6050-3 and forward it to ASM 500. In addition, all engineering data
and reports involving the interference case nust be forwarded to ASM-500. A
sanmpl e of FAA Form 6050-3 (RI S: 6050-16) is shown in

appendi x 1. This formcan be ordered fromthe FAA Logistics Center under

NSN: 0052- 00- 837- 1000.




7. PROCEDURES. In accordance with the latest edition of Order 6050.32, Manua
of Regul ati ons and Procedures for FAA Spectrum Managenment, Airway Facilities
(AF) sectors are encouraged to designate a sector spectrum coordi nator. The
followi ng steps shall be taken to discharge spectrum managenent responsibilities
i nvol ving RFI

a. Repeated Unintentional RFI. Having received a report from Air Traffic
(AT) of repeated interference, AF sector personnel shall immediately attenpt to
identify the RFI source and follow the steps bel ow

(1) If the source is identified and the AF sector personnel believe
t hey can approach the involved person(s) w thout placing thenselves in danger,
they shall initiate such contact. The contact will be advised of the
interference and requested to resolve the issue. Generally, this approach would
be taken with other government entities.

(2) If the source is identified and the AF sector personnel believe
t hey cannot approach the involved person(s), w thout placing thenselves in
danger, they shall notify the regional SMO i nmedi ately.

(3) If the source is not immediately identified, the AF sector office
i nvol ved shall immediately notify the regional SMO. The regional SMO shal
anal yze each unresol ved report and determ ne the action required to expedite
resol ution.

(4) In all instances, the AF sector shall report all cases of RFI
(resolved and unresolved) to the regional SMOwithin 24 hours of the initia
report.

(5) If the interference resulted in a facility outage, significantly
degraded the facility operation, contributed to an air traffic operationa
error, or contributed to a near md-air accident, the sector AF watch stander
shal | imediately notify the National Maintenance Coordinati on Center (NMCC)
and the regional SMO. During non-regular work hours, the watch stander shall
notify the regional SMO via the Regional Operations Center (ROC). The regiona
SMO shal | inmediately notify ASM 500.

(6) ASM 500 will determ ne whether headquarters support will be
provi ded.

(7) Al interference cases requiring international coordination shal
be referred to ASM 500.

(8) Coordination with the Federal Communications Comm ssion (FCC) field
engi neering offices and nonitoring stations shall be through the regional SMO

(9) Regional SMO s may request aircraft support fromthe flight
i nspection field offices directly. Aircraft support fromthe FAA Techni cal
Center, Communi cations/ Navi gation/Surveillance Division, ACN- 200, may be
requested through ASM 500.




(10) For new facilities with RFlI problens, the regional AF
Est abl i shnent Engi neering Branch, XXX-450, shall notify the regional SMO which
will be responsible for the action required to resolve the RFl problem

b. Deliberate or Intentional RFI ("Phantom Controller"”). Phantomcontroller-
type RFI is defined as unauthorized, deliberate, or intentional transm ssions by
an individual directed to aircraft or air traffic controllers,
with the intent of redirecting or giving clearance to an aircraft, or disrupting
in any way the normal flow of air traffic control duties. Due to the differences
in each situation, every deliberate RFlI incident will need to be handl ed
individually. The follow ng personnel/offices shall performthe duties |isted
bel ow when a phantom controller incident occurs, and these duties also clarify
the procedures described in appendi x 2

(1) FAA.. Supervisory Air Traffic Control Specialist shall

(a) Correct false informati on and advi se target aircraft of bogus
controller situation.

(b) Broadcast an alert to all aircraft within threatened area.

Exanple: "Attention all aircraft. Bogus air traffic contro

i nstructi ons have been heard at Long Beach airport by arriving
aircraft. False instructions have been heard on the |oca
control frequency 118.5. All aircraft exercise extrene caution

on all frequencies and verify all instructions.”

(c) Collect pertinent information regarding the incident.

(d) Notify the ROC of the phantom controller situation and request
a conference call with the AF sector manager (or his/her designee), the
regi onal SMO, the regional AT division manager, and the regional Civil Aviation

Security (CAS) division nanager.

(e) Report all relevant information pertaining to the incident at
the tel ephone conference.

(f) Ensure the air traffic control tower (ATCT) or air route
traffic control center (ARTCC) tape in use is safeguarded and renoved from
normal rotation. The tape shall not be inmediately changed or pulled. The
i nformation on the tape could be invaluable in identifying the phantom
controller and also during crimnal prosecution

(2) FAA Regional Operations Center shall set up conference call with
the follow ng persons or their designees:

(a) AF sector manager.
(b) Regional SMO

(c) Regional AT division manager.

(d) Regional CAS specialist.



(3) The AF sector mmnager or his/her designee (task force coordi nator)
shal | :

(a) Chair the conference call initiated by the ROC, take action
to verify if the reported interference is a valid phantom controller incident

(with input fromthe conferees), and summari ze the decision nade as to what
measures shall be taken at that tine.

(b) Notify the NMCC, FTS 267-6622,
and activate the task force if appropriate;

dangerous to air traffic, is continuing,

of phantom controller situation
e.g., if it is determned to be
or has established a periodic pattern

(c) Designate a tinme and pl ace

for the task force to nmeet (if the
task force has been activated).

(d) Continue to be the centra

coordi nator and focal point
t hroughout the investigation.

(e) Notify and coordinate with 1|oca

FCC personnel if the
regi onal SMO is not avail able.

(4) FAA regional SMO shall:.

(a) Assist the task coordinato

in the confirmation of the
force phantom controller incident.

(b) Chair the conference cal

and activate the task force when
the task force coordinator is not avail abl e.

(c) Notify and coordinate
the office, field engineering office
moni toring controller incident.

with appropriate FCC district
and stations during the phantom

(d) Notify ASM 500.

(e) Participate with the FCC in the on-site
providing direction-finding capabilities.

i nvestigation

(5) Local AF sector personnel shall

(a) Provide assistance at airports during investigation.

(b) Coordi nate conmunications between the direction finding teanms
(FAA, FCC, etc.) and AT controllers.

(6). CAS division managers shall

(a) Ensure there is a regional security specialist available to
assi st when phantom controller incidents occur.



(b) Ensure the ROC has a current telephone |listing of those
per sonnel

(c) Notify headquarters personnel of incident and when support is
needed.

(7) Local regional security specialist shall

(a) Assist the task force coordinator in the confirmtion of the
i ncident as the representative of the CAS division manager.

(b) Chair the conference call and activate the task force when
the task force coordinator and the regi onal SMO are not avail abl e.

(c) Assune responsibility for the potential crinna

i nvestigation of the phantom controller incident, coordinating with the |oca
FBI and conducting or participating in the conduct of the resultant crimnal

i nvestigation.

(d) Establish coordination with state and | ocal |aw enforcenent.

(e) Advise appropriate parties regarding the proper handling of
sensitive information; e.g., proper handling and preservati on of evidence.

(8) ASM 500 shall:

(a) Notify FCC Headquarters Enforcenment Division.

controller.

(c) Provide additional guidance and resources to the task force
when necessary.

n,ﬁrno;d Aquila

Associate Adgihistrator for
Alrway Fac
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6050.22c
Appendix 1

APPENDIX 1. FREQUENCY INTERFERENCE REPORT

RIS AF 6050.16

THRU: [Responsible

LOCAL AF Office]

DEPARTMENT OF TRANSPORTATION
FEDERAL AVIATION ADMINISTRATION

FREQUENCY INTERFERENCE REPORT

TO: [Routing Symbol]
FMO

FROM:

SIGNATURE OF ORIGINATOR

DATE

THISBLOCK TO BE COMPLETED WHEN REPORTING ANY TYPE RADIO FREQUENCY INTERFERENCE
a NAME OF AFFECTED FACILITY b. DURATION [DATHETIME]
STARTED CLEARED
/
¢. NOTAM ISSUED d. FACILITY OPERATION
2 H H H H 0
é YES NO USABLE USABLE WITH DIFFICULTY UNUSABLE
% (1) SOURCE
i
)
— | e INTER- (2 TYPE
FERENCE
DESCRIIPTION
(3) INTENSITY
THISBLOCK TO BE COMPLETED WHEN REPORTING INTERFERENCE TO RADAR
@ a. INTER- b. RADAR CHANNEL | CHANNEL | CHANNEL CHANGEMADE | ANY IMPORVEMENT
< FERENCE IN USE WHEN
g AZIMUTH INTERFERENCE [ no O ves Oves 0o
é STARTED.......
o ° ¢ ggggﬁg\l’\(l:% CHANNEL A MHz CHANNEL B MHz
THISBLOCK TO BE COMPLETED WHEN REPORTING INTERFERENCE TO COMMUNICATION OR NAVIGATION AIDS
o a. AFFECTED b. TYPE STATION [If airborne, show identification, location, and | C. TYPE OF EQUIPMENT INVOLVED
% FREQUENCY altitude of aircraft] [See Instructiong
'_
g [J GROUND [] AIRBORNE ¢
0 TAKEN. 0O PLANNED. O SUGGESTED BY LOCAL AIRWAY FACILITIES OFFICE
z
@)
G
<
L
=
3
L
14
4
Q
O
Q:
Signature of Responsible Loca AF Officia
Prepare attachment if additional spaceisrequired

FAA Form 8060-3 (7-73) Supersedesall local forms

Frequency Management Officer — 1

Page 1l (and 2)




Subj ect:

From

To:

e M emor andum

of Transportation

Federal Aviation
Admi ni stration

| NFORVATI ON | nt er agency A%r eenment . AUG 19 1996

Between the Departnent of Transportation/ npate:

Federal Aviation Adm nistration (FAA), the Departnent

of Justice/ Federal Bureau of Investigation (FBlI), and

the Federal Communi cations Comm ssion (FCC) Reply to

Actina Director of A rway Attn. of:
Facilities, AAF-1

Di stribution

We have attached a copy of the signed Interagency Agreenent
for your information. This agreenent outlines procedures the
FAA, FBI, and the FCC should follow to resolve any deliberate
radi o frequency interference affecting the National Airspace
System

This agreenent will be an appendi x to the next revision of
FAA Order 6050.22X, Radio Frequency Interference

| nvestigation and Report.

I f you have any questions, please contact Marie Mder,

Spectrum Assi gnnent and Engi neering Division, ASR 100, at
(202) 267-9733.

' /
g%/rs s

At t achnent

Di stribution

ACS- 1 AAL- 400 ADA- 40
ACO 310 ACE- 400 AOP- 1( NMVO)
AAF- 1 AEA- 400 AAL- 6
AVR- 1 AGL- 400 ACE- 43
AGC 1 ANE- 400 AEA- 6
AAT- 1 ANM 400 AGL- 46
APA- 1 ASO 400 ANM- 6
ASC 1 ASW 400 ASO- 6
ADA- 30 AWP- 400 AWP- 6

ANE- 6

ASW 6



| NTERAGENCY AGREEMENT
BETWEEN

THE DEPARTMENT OF TRANSPORTATI ON/ FEDERAL AVI ATl ON
ADM NI STRATI ON ( FAA)

AND

THE DEPARTMENT OF JUSTI CE/ FEDERAL BUREAU OF | NVESTI GATI ON
(FBI)

AND

THE FEDERAL COMVUNI CATI ONS COWM SSI ON
(FCC)

7/ 1/ 96



| . PURPCSE

The purpose of this interagency agreenent is to outline the procedures the FAA FBI, and FCC
should follow to effectively interact in an attenpt to locate, identify, and resolve any
deliberate radio frequency interference (RFlI) (comonly referred to as "phantom controller")
af fecting the National Airspace System (NAS). This type of RFlI results when an unauthorized
user attenpts to interfere, or interferes, with air navigation and/or comunications in
violation of applicable Federal codes, statutes, and regul ations.

I 1. BACKGROUND

It is unknown when the first unauthorized transm ssions of the type descri bed above were
made. However, there has been an increased awareness of this problem since Septenber 1986
when several occurrences were reported in the Mani, Florida, area. Since the unauthorized
user usually attenpts to give conflicting or erroneous air traffic control infornmation

the phrase "phantom controller” has been associated with this type activity.

The FAA, FBI, and FCC in the Mam, Florida, area devel oped |ocal procedures to ensure proper
notification of and facilitation of an organi zed response to "phantomcontroller' reports.
The basis for these procedures is a Task Force concept, where specific reporting and

notification nrocediires are nsed hv individuals in all three anencies.

"Phantom control ler" activity has increased since 1986 and has been reported in several other
parts of the country. In April 1988 a neeting of FAA, FBI, and FCC personnel took place in
Washington, DC., to begin formulating an interagency agreenent to deal with the "phantom
controller"” or other deliberate interference problens. At that neeting it was decided that a
task force concept sinmlar to that used in Mam should be the basis for a plan that could be
used t hroughout the country. In August 1989, the FAA, FBlI, and FCC entered into an

i nteragency task force agreenent to formalize the agencies' procedures in response to
"phantom controller" type RFI. On the basis of recent experience, this agreenent is being
updated to enhance the respective agencies' procedures to address "phantom controller”

pr obl ens.

I'11. AGENCY RESPONSI BI LI TI ES

Each agency or participant in the task force shall performservices and exchange i nformation
for their areas of responsibility within their own budget constraints. No exchange of
accounting or billing information is needed. Each agency will participate in the task force

as nof ed hel ow



A. FEDERAL AVI ATI ON ADM NI STRATI ON ( FAA)

The FAA has primary responsibility for air safety and is usually first to have know edge of
any deliberate interference with air navigation and communi cations frequencies. Therefore,
the FAA, Spectrum Assignnent and Engi neering Division, (ASR-100) and his/her designee is
desi gnated as the National Task Force coordinator and will officially activate the task
force, and conplete the requirenents set forth in section IV and attachment 1.

In order to effectively carry out the FAA' s responsibility, the FAA shall establish a Policy
Comm ttee, that consists of the followi ng nenbers:

Director of Airway Facilities, AAF-112

Director of Air Traffic, AAT-112

Associ ate Adm nistrator for Regulation & Certification, AVR 1/2
Director for Aviation Standards, AVN-1/2

Of fice of the Chief Counsel, AGC-112

Associ ate Adm nistrator for Civil Aviation Security, ACS 1
Office of Airports Standards, AAS-1/2

Office of Spectrum Policy and Management, ASR-1/2

o N o g b~ W NP

When the Task Force is activated, the FAA Spectrum Assignment and Engi neering Division (ASR
100), or its designee shall assunme the role and responsibilities of the Task Force
Coor di nat or.

Wthin the FAA, the FAA Civil Aviation Security has responsibility fbr perform ng crimnal
investigations and initiating and participating in joint investigative “efforts with other
Federal and | ocal |aw enforcement entities.

This effort shall be coordinated with the appropriate FBI and FCC headquarters office and
may result, with the witten agreement of all the parties, in revisions, additions, or
deletions to this interagency agreenent.

B. FEDERAL COMMUNI CATI ONS COWM SSI ON ( FCC)

The Federal Communications Commi ssion will provide a 24 hour-a-day response to requests for

assi stance fromthe Task Force Coordi nator and do the follow ng:

1. Provide direction-finding (DF) capability, both mobile and fixed.

2. Provide liaison with the Task Force in investigating deliberate interference

cases.

3. Provide the FAA and FBlI the results of their electronic surveillance for
determ nation of violations of Federal Crimnal statutes.



4. |In cases where the FBI or FAA does not have responsibility, prepare and
submit evidence to the U S. Attorney. Testify in crimnal prosecution of suspected
perpetrators as required.

5. Provide additional technical assistance, such as signal signature analysis
and devel opnent of inproved direction-finding capabilities.

C. FEDERAL BUREAU OF | NVESTI GATI ON (FBI)

The FBI shall, upon receipt of a conplaint fromthe Task Force Coordinator to a |ocal FBI
field office, refer that information to the appropriate U S. Attorney for a determ nation
as to the existence of a violation of the Destruction of Aircraft or Mtor Vehicle statutes,
Title 18, U S. Code, Sections 32 (a), 35, or other applicable crimnal statutes, including,
but not limted to, 49 U S.C. 46308. If such a violation appears to exist, the FBl will
conduct a criminal investigation to identify and prosecute the perpetrator of such acts.(In

t hose cases where the FBI conducts a crimnal investigation with the assistance of another
agency or other agencies, the FBI will exercise |ead agency authority with respect to the
crimnal investigation.)

To the maxi mum extent allowed by applicable | aw and agency procedures, the results of this
investigation will be coordinated with the other agencies conprising the interagency Task

For ce.

The FBI shall also provide technical assistance to the interagency Task Force. This
techni cal assistance may include the use of electronic surveillance and/or direction-finding
capabilities, including the use of FBI aircraft in deliberate RFl investigations on a case-
by-case basis.

I'V. THE TASK FORCE CONCEPT

When a deliberate interference situation exists, the Task Force concept wll be inplenmented
whi ch may include the activation of the Task Force and a Task Force Conmand Center.

The inmplementation and activation of the Task Force are covered in Attachnent 1 and
Figure 1.

A. RESPONSIBILITY

The Task Force shall performthose activities necessary to locate, identify, and resolve
deliberate interference problens that are in violation of applicable Federal codes,
statutes, and regul ations.



B. STRUCTURE

The Task Force will typically consist of a mninmm of the followi ng menbers, representing

the follow ng organi zations

1. FAA National Task Force Coordi nator

2. FAA Local Airway Facilities Office

3. FAA |l ocal Air Traffic Office

4, FAA Regi onal and | ocal Aviation Security
Office

5. FAA Regi onal Frequency Management Office

6. FAA Regional Flight Standards Office

7. Federal Communi cations Comm ssion

8. Federal Bureau of Investigation Field Office

9. FAA Regi onal Counsel

10. FAA Regi onal Operations Center (ROC)

11. Regi onal and Headquarters Office of Public Affairs

Ot her menmbers may be added to the Task Force on a case-by-case basis.

V. POI NTS OF CONTACT

The Washi ngton headquarters contacts who are, as of the date of this agreement, the foca
point for matters relating to this agreement, are shown in Attachment 2. The names of
current specific Task Force points of contact can be obtained by contacting the FAA
headquarters personnel list in Attachment 2 or the FAA Regi onal Frequency Managenment

Officers.

VI . TRAI NI NG

At least once a year, if funds are available, the three agencies agree to plan and
participate in a joint exercise pertaining to "Phantom Controller' activities. This
exercise will be held during the month of August of each year, unless an actual operation

has occurred during the year.

VI'l. ENTI RE AGREEMENT/ MODI FI CATI ON OF AGREEMENT

This agreement becomes effective on the date of the last signature to the agreement. This
agreement constitutes the entire understanding of the parties with respect to the subject
matter hereof, supersedes all existing agreements anong them concerning such subject
matter, and may be amended only by a written nodification duly executed by each party or

aut hori zed representative of each party.



VI11. EFFECTI VE DATE

Thi s agreenent is effective on the | atest date of S|gnature of the parties bel ow and

SR S R Y S D g G PO SO S | HE. U I e e . memee mm ek ae e —a

APPROVED:

Federal Communications Commission

ﬂwz/é

ﬁx.
wrRanddd: Smithk Ph,r
e Plab G paretiony BUraxy Pat]' {:hief
Compliance and Infdrmation
B
LSOO 0.0.0.0.600004 Date‘:““ ¢/ ¢
17

Department of Transportation
Federal Aviation Administration

By:
Stanley Rivers
Acting Direcior, Airway Facilities

Date: 7%3/ 74

Department of Justice
Federal Bureau of Investigation

By: /g
William J. osit

Assistant Director, Criminal
Investigative Division

Dale:_?/' f/ f¢




ATTACHMVENT |

| MPLEMENTATI ON PROCEDURES

I . NOTI FI CATI ON PROCEDURES/ FAA ASSESSMENT OF SI TUATI ON

A. Al R TRAFFI C / SUPERVI SCR

1. When a controller becomes aware of an unidentified transm ssion
incident, the controller will notify the appropriate supervisor, who will in turn
notify the Spectrum Assi gnment and Engi neering Division, (ASR-100) ( FAA (National)
Task Force Coordi nator (TFQC)).

2. If incident occurs after hours, the Air Traffic Supervisor wll

notify the Regional Operations Center (ROC) and ask that the foll ow ng personnel be
notified:

a. TFC

b. FAA Regi onal Frequency Management O fice (FMO)

c. FAA Headquarters National Mintenance Coordination Center (NMCC)
- 703 904- 4487

d. Washington Operations Center (W) 9-202-267-3333
B. FAA (NATI ONAL) TASK FORCE COORDI NATOR ( TFC)

Once the TFC is notified, the TFC will contact the ROC or the WOC to set up a
conference call with as many of the organizations |listed belowin order to assess

the incident and to deternine if the Task Force will be activated:
1. Regional Air Traffic Division
2. Regional FMO
3. Regional Civil Aviation Security (CAS) Specialist
4. Local AF Manager
5. Local AT Manager
6. Local FS Manager
7. Local FCC Engi neer in Charge

General ly, the Task Force will be activated if it is deternined that the

transm ssions are (a) deliberate or intentional, (b) directed to aircraft or air
traffic controllers, (c) disrupting the normal flow of air traffic control duties,
and (d) present a safety issue.



If it is decided not to activate the Task Force at this time, the TFC
will notify the ROC or WOC and the NMCC and continue to coordinate to
ensure appropriate monitoring in case of further incidents. If it is
deci ded to activate the Task Force, then the guidelines in paragraph I
A., are to be foll owed.

1. TASK FORCE ACTI VATI ON

A. If it is determined that a deliberate interference situation
requires Task Force activation exists, then the (National) TFC wil
contact the WOC or the ROC to set up a conference call with as many of

the followi ng organizations:
1. FAA Headquarters Spectrum Policy and
Management 2. NMCC
3. Regional Air Traffic
Di vi sion 4. Regional FMO
Regi onal Operations Center
Regi onal Counse
Regi onal Security Division
Regi onal Flight Standards
. FBlI Headquarters Contact 10. FCC
Headquarters Contact 11. FAA Headquarters
Security 12. Local AF, AT and FS Managers

© 0o ~NO O

(THE ACTI VATI ON OF THE TASK FORCE SETS OTHER ACTIONS | NTO MOTION, |.E.,
I NI TI AL RESPONSE, ACTI VATI ON OF COMMAND CENTER)

The participants will discuss the current situation, along with a
determ nation as to the initial response and the resources that will be
sent to support the "Phantom Controller" investigation. The resources to
be sent to support the investigation will be determ ned by the Task Force
Activation Level. The levels are as follows:

1. Level 1 - Periodic pattern of deliberate interference with no

ATC instructions given
2. Level 2 - Bogus ATC instructions have begun and may continue

3. Level 3 - (highest) - Bogus ATC instructions are being
transm tted on



B. Each agency will commit in accordance with paragraph Il., C, initial resources for
the resolution of this problem Each agency headquarters will have a | ocal contact point on
the tel econference so that all participants in the operation can better understand their
roles and responsibilities.

C. The Task Force will discuss what resources are available from each agency and how
they can be used when necessary. Procedures wll be discussed as to where and how each
resource will be brought into play by the Task Force.

D. The Task Force will also determine if a command center needs to be established at
this time. The level of the Task Force activation will determine the establishnent of a
command center (normally if at Task Force Activation Level 3). If a command center is not
established initially, then a daily teleconference will be held for updates.

I11. COMWAND CENTER ACTI VATI ON

A. If a conmand center needs to be established, then the Task Force Coordi nator, upon
arrival on site, will make initial contact with the follow ng persons:

1. Local AT, AF and FS managers
2. FCC engi neers who are on site

3. Local FBI contact

A determination will be made on the |ocation of the conmmand center. ldeally, the |ocation
will be in an inconspicuous place to naintain the security of the operation. Some |ocations
could be the local AF office, AT office, or adjoining roons at a |ocal hotel/nmotel. These
roons are to be used ONLY for the command center activities. If hotel/notel rooms are used,
security of these roons nust be nmaintained 24 hours a day.

Attachment 5 contains a |ist of recomended resources for the conmand center.

The local Air Traffic and Airway Facilities Managers shall be detailed to the conmand center
until the investigation has been concl uded.

B. COYWAND CENTER DAI LY OPERATI ONS -

The command center is one of the nmpbst inportant tools in assuring that an investigation is
resol ved successfully; therefore, the follow ng procedures are to be used as guidelines:

1. A status briefing should be held each day, if possible, prior to depl oynent
of any personnel, to determne the specific types and amounts of resources needed.



2. AT should provide a daily transcript of any unauthorized transm ssions. This

transcript will be part of the daily analysis.

3. Debriefings should be held regularly. Action itens can be assigned to the
appropriate persons. Only the key nenmbers should be in attendance at the
briefings/debriefings. During the briefing sessions, a teleconference can be set up to bring
all other necessary parties up to date. The key nmenbers are identified in paragraph B. 10,
bel ow.

4. The situation needs to be reassessed each day, to determne if, when, and
what ki nds of additional resources are needed, and the source of these resources.

5. Menmbers of the command center will analyze the data. Exanples of the data
include the bearings that were plotted during the previous day's activities, vehicle tag
nunbers, comrents fromthe engi neers that were deployed, the daily transcripts, suspect
list, etc.

6. As data is received by the conmand center's personnel, it needs to be
plotted for analysis. This data can be plotted on flip charts, in conputers, and/or note
pads. How the data is handled will determ ne how useful it becones. The command center needs

good information, not just data, to conplete the investigation successfully

7. Conduct a weekly teleconference to ensure that the follow ng organizations
are kept current as to the status of the investigation:

FAA Headquarters O fice of Spectrum Policy and Managenent
FAA Regional Public Affairs

Regi onal FMO

Regi onal Operations Center

Regi onal Counsel

Te a0 oo

Regi onal Flight Standards Ofice
FBI Headquarters contact

s«

FCC Headquarters contact

Appropri ate Sector Mnager

j. Regional Civil Aviation Security Division

8. The Task Force Coordinator will be the spokesperson for the operation. No
statenents are to be nmade to the press, until the Task Force, identified in section IV of
this Interagency Agreerment, with the consent of the U.S. Attorney, have agreed to their
content and timing. Until a successful resolution of all crimnal proceedings is concluded,
all legal questions shall be referred to the local US. Attorney's office through the |ocal
FBI coordinator.

9. The command center should be equi pped with no | ess than the mni ni mum nunber
of personnel and resources recomended in Attachnent 5.



10. Initially, the conmand center should be staffed with the follow ng peopl e:

a. Task Force Coordi nator

b. Local AF Manager

c. AT managenent

d. FAA Security

e. FCC coordi nat or

f. Adm nistrative assistance (Local AF/ AT personnel)
These participants wll be some of the key menbers of the conmand center's
activities. The FBI coordinator will be added to the command center staffing when

the FBI opens a crinminal investigation of a specific incident. However, the FB
coordi nator should attend all briefings and debriefings. The responsibilities of
the key nenbers are outlined in paragraph C

C. RESPONSI BI LI TI ES OF COMVAND CENTER KEY MEMBERS
1. TASK FORCE COORDI NATOR (TFC) - The TFC shall:

a. Coordi nate Task Force activities

b. Collect and di ssenmi nate data and i nformation by
tel econference, reports, fax nessages, or neetings.

c. Be the spokesperson for the operation and the Task Force
menber representing the FAA Ofice of Spectrum Policy and Managenent, 'ASR-1 and
t he Spectrum Assi gnnent and Engi neering Division, ASR-100.

d. Develop daily situation reports. These reports will be sent, by
fax. to each oraanization.

e. Establish lines of communications between nenbers of the Task
Force, the Task Force and headquarters organi zations, and the Task Force and | oca
| aw enf orcenent organi zati ons.

f. Coordinate the necessary resources for the Task Force.

g. Coordinate the activities of the three agencies in the
operation of the command center and investigation.

h. Conduct all neetings, including the briefings and
debriefings, and coordi nate nmeeti ngs between the Task Force and the U S. Attorney's
Ofice.

i. Develop and distribute a final report of the incidents
i nvestigated. (See Attachnent 3 for a sanple format of the final report.)




j. Wth the help of the Adm nistrative Assistant, Kkeep a
daily record of the activities, which should include, as a mninmum tasks
conpleted, steps in the resolution of the investigation, assignments,
resources used, resources requested, issues or problens that
may have arisen fromthat day's activities. These records will be very
useful in completing the final report and for the daily

2. FAA SECURITY - The FAA on-site Security shall

a. Conduct FAA investigations.
b. Interface with other Federal and |ocal |aw enforcement personnel.

c. Assume responsibility for potential investigations.

d. Provide security guidance procedures, in coniunction with the
FBI coordinator, such as the safeguarding of evidence, establishing a
"chain of custody", and setting up FCC vehicles for surveillance, to the
Task Force Coordi nator, and as appropriate, to the entire Task Force.

e. Assist in the devel opment of the search and arrest warrants.

3. ADM NI STRATI VE ASSI STANT - The adm nistrative assistant will be a
val uabl e resource during the operation and should aid in the devel opment of
the final report and the activities leading to the Task Force fina

debriefing. The adm nistrative assistant shall:
a. Answer phones; take and route messages.

b. Assist in the plotting of the incomng data in a format that
will allow the Task Force members to easily analyze the data.

c. Take notes of the debriefings/briefings.
d. Establish files for information and data coll ection
e. Ensure adequate adm nistrative supplies are on hand.

4. LOCAL Al R TRAFFI C MANAGEMENT - The | ocal AT Manager shall:

a. Act as the liaison between the Conmmand Center activities and
operations with the Air Traffic Controllers.

b. Determine the feasibility of certain operations in the Air
Traffic Facilities to ensure that safety is maintained at all times during

the operation.
c. Assist the Task Force during the investigation.



5. LOCAL AF MANAGEMENT - The | ocal AFSFO Manager shall

a. Act as the liaison between the activities and operations of
the command center and the |local AF office during the investigation.

b. Be the source of detailed informati on on incidents.

c. Coordinate the support of the AF technicians and | ogistics
personnel

6. FBI COORDI NATOR - The FBI will be a valuable asset in the command
center as the investigation progresses toward an arrest. The FB

coordi nator shall:
a. Review the complaint with the U S. Attorney's office for
possi bl e viol ati ons.

b. Investigate, under FBI procedures, to identify and prosecute
per petrators.

c. To the extent allowed by |aw, provide results of the
investigation to FAA Security Office and to the Task Force, during the

i nvestigation.
d. Devel op the required warrants, based on evidence fromthe FCC
and FAA.

e. Provide technical guidance, in conjunction with the FAA on-
site security coordinator, to the Task Force relating to evidence,
specifically, what evidence is required, how to safeguard the evidence, and
ot her |l egal guidance via the local U S. Attorney's office.

f. Provide and coordinate the FBI assets, i.e., the depl oynment
of FBI agents for the purpose of surveillance, tag runs, and the actua

arrest of the suspect
g. Attend all briefings and debriefings or designate
an alternate.

h. Assist the U.S. Attorney, FBI, and FCC in securing any
equi pment that may have been used by the suspect to preclude any damage or

| oss of evidence.
i. Exercise | ead agency authority in the conduct of the crim nal
i nvestigation.

7. FCC COORDI NATOR - The FCC Coordi nator shall

a. Be the FCC's |liaison between the FCC engineers, the command
center and the |l ocal AT/ AF operation.

b. Direct the daily operation and depl oyment of the FCC personne

Auuri na t ho

i nvestigation.

c. Provide DF guidance to the |local FAA office, if
necessary.



d. Ensure that the FCC s operation has the necessary resources. The
FCC coordinator will provide a list of the required resources to the TFC.

e. Assist with the devel opment of the search and arrest
war r ant s.

f. Ensure that the electronics evidence is analyzed and di scussed
at the daily briefings

g. Designate a team of FCC personnel for the purpose of assisting
the U S. Attorney and FBI in securing all of the suspect's equipment in such a

way that no evidence is destroyed.

V. COMVAND CENTER DEACTI VATI ON

VWen the TFC deternmines there will be no further threats, the command center
will be deactivated. Therefore, the followi ng action can be taken.

A. The Il ocal AF and AT managers can be released fromtheir detail to the
conmand center.

B. FCC can rel ease the agents, vehicles, and equi pnent.
C. The adnministrative assistant nust take the follow ng action:
1. Ensure that all files are intact and secure.
2. Once these files are secure, arrange to have themtransported to

the TFC s office to be used for developing the final report and preparing for
the interagency debriefing.

D. FAA Security and the FBI coordinator will ensure that all evidence
is secure.
E. The TFC will advise the followi ng persons that the command center has

been deacti vat ed:

FAA Headquarters O fice of Spectrum Policy and Managenent
Regi onal Air Traffic Division
Regi onal Frequency Management Office
Regi onal Security Division
Regi onal Public Affairs
Regi onal Counsel
Regi onal Operations Center

Systens Managenment Office

© ® N o g &~ 0N

Sect or Manager



F. FAA Security and the FBI Coordinator will ensure that data gathered during
the investigation, that will not be used as evidence, is properly stored or
destroyed. No data gathered during a crimnal investigation will be destroyed
wi t hout the explicit approval of the U S. Attorney's office.

G Al other equi pnent nmust be accounted for and can be returned to the

appropriate |ocations.

An interagency Task Force debriefing shall take place not later than two weeks
after the command center has been deacti vat ed.

V. TASK FORCE DEACTI VATI ON

Once the command center is deactivated, the next task is to deactivate the Task
For ce.

However, the TFC should continue nonitoring alert bulletins for possible "copy cat"”
transm ssions. |If "copy cat" transm ssions occur, then the procedures in this
attachment will be utilized again.

Before the Task Force is deactivated, the interagency debriefing nust be held.
Itenms conming fromthis neeting will be used a part of the final report. The
i nteragency debriefing will include such discussion itens as follows:

A. Performance

B. Probl ens/sol utions

C. Reconmendati ons

D. Action itens
The TFC will advise the offices, as shown in paragraph IV. E, that the Task Force
has officially been deactivated.

The final report should be distributed to the organizations, as shown in Attachnent
4, no later that 60 days after the interagency debriefing concludes.



ATTACHMENT 2

HEADQUARTERS CONTACT POI NTS

The followi ng Washi ngton Headquarters offices shall be the focal point for
all matters regarding this Interagency Agreement:

1. Gerald J. Markey

Director, Office of Spectrum Policy
and Management

FAA, 800 Independence Ave. SW
Washi ngt on, DC 20591

Tel ephone: (202) 267-9738

2. Daniel Emrick

FCC, Room 744, Stop 1500 E1
1919 M Street, NW

Washi ngton, DC 20554

Tel ephone: (202) 418-1175

3.Chief, Interstate Theft and Reservations Crimes Unit
Federal Bureau of Investigation
10t h and Pennsylvania Ave. NW

Washi ngton, DC 20535

Tel ephone: (202) 324-4199
24 Hour Operations Command Center # (202) 324-6700



ATTACHMENT 3

SAMPLE FORMAT FOR FI NAL REPORT

The format for the final summary should be printed with the foll owi ng
sections:

Tabl e of Contents

Section 1.................. Executive Summary

Section 2.................. Actual Events

Section 3.................. Transcripts From Taped Transm ssions
Section 4.................. Resources Expended

Section 5............ .. .... I nteragency Task Force Personne
Section 6.................. Fi nal Debriefing

Section 7........... .. ... .. Recomendat i ons

Section 8............... ... Publicity



ATTACHMENT 4

DI STRI BUTI ON OF THE FI NAL REPORT

The final report will be distributed to the following
organi zations:

1. FAA Headquarters Office of Spectrum Policy and Management
2. Regi onal Operations Center

3. Regi onal / headquarters Chief Counsel

4. Regi onal and Headquarters Public Affairs
5. Regi onal Airway Facilities Division

6. Regional Air Traffic Division

7. Regi onal Civil Aviation Security Division
8. Regi onal Flight Standards Division

9. FBlI Headquarters

10. FCC Headquarters

11 Systems Management Office

12. Local AF Manager

13. Regi onal AF Division Manager



| . Personnel

ATTACHVENT 5

LI ST OF RECOMVENDED RESOURCES

A. Conmmand Center

CoNoOTRrwWN R

* Can be

B. Field

Task Force Coordi nat or

Local Air Traffic Managenent

Local AF Managenent

Local FS Managenent

FAA Security Agent

FCC Coor di nat or

Admi ni strative Assistant

*FBlI agent (s)

*Negot i ator and/ or sonmeone experienced in devel opi ng
suspect profiles

added as the investigation progresses

operati on

BowbhkE

I'l. Equiprent

FCC agent

FAA t echni ci ans/ engi neers
FBI agent(s)

FAA Security

A. Conmmand Center

NookwnE

Conputers, with nodens - 2 preferable

Fax machi ne

Shr edder

Tel ephones, with speaker phone capacity - 4 preferable
Pagers, one for each key nenber of the Conmmand Center

FM Base Station and hand-held transceivers - Secure node

Sof t war e

a. FCC Computer generated City Maps Program
b. Spreadsheet

c. Database

d.

Communi cations program. e. Wrd Processing



8. *Contingency Communi cations Support Team ( CCST)
9. Phot ocopier
10. Secured Storage

* Can be added | ater, if needed

B. Field Operation

FM Hand held transceivers- secure mode

Pagers - one for each engineer deployed in cars working mobile DF equipment
Fixed DF stations

Portable hand-held DF

Night scope

g hrwdpE



FLOWCHART FOR TASK FORCE/COMMAND CENTER ACTIVATION/DEACTIVATION

ATC NOTIFIES
TASK FORCE
COORDINATOR
OF RFI

ISRF A
PHANTOM
CONTROLLER
?

NORMAL RFI
RESOLUTION

*TASK FORCE
COORDINATOR
CONTACTS NMCC
AND TASK FORCE
MEMBERS

CONTINUE
TO
MONITOR
RFI

DOESTF
NEED TO BE
ACTIVATED?

* %

DOES
COMMAND
CENTER NEED
TOBE
ACTIVATED
2

YES

TFC

ON SITE

DAILY
TELECONS

*FAA INTERAGENCY TASK COORDINATOR (TFC)

ACTIVATE &
STAFFCC

CONDUCT
INVESTIGATION YES

SUSPECT
ARRESTED
?

CONTINUE
INVESTIGATION

PRESSWILL BE
HANDLED BY THE NO
USATTORNEY

h 4

> EVALUATE
PROGRESS

COMMAND
CENTER

DEACTIVATED
?

CONDUCT A
JOINT TASK
FORCE

DEBRIEFING

'

TFC DEVELOPES
AND DISTRIBUTES
FINAL REPORT

**FAA TFC WILL ACTIVATE THE TASK FORCE AFTER DISCUSSIONS WITH FAA HEADQUARTES SPECTRUM ENGINEERING.
REGIONAL AIR TRAFFIC, SPECTRUM MANAGEMNENT OFFICE, CIVIL AVIATION SECURITY, AND FCC AND FBI HEADQUARTERS
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